Introduction: The Context of a CTF Challenge

Before diving into the world of phishing and its implications, it's
important to set the stage for this discussion. This write-up is inspired
by a recent Capture The Flag (CTF) challenge, a type of cybersecurity
exercise designed to test skills and knowledge in a simulated
environment. In CTF challenges, participants encounter scenarios that
mimic real-life cybersecurity threats, including phishing attempts, which
are one of the most common and dangerous types of cyberattacks. This
exercise offers a hands-on experience in identifying and analyzing such
threats, providing a practical application to the theoretical aspects

covered in cybersecurity studies.
Understanding Phishing: A Student’s Perspective

What is Phishing and Why Should We Care?

As someone who's learning about cybersecurity, I've realized that
phishing is like the trickery you see in spy movies, except it happens in
real life and can affect any of us. Imagine you get an email that looks
like it's from your bank or a company you trust. It might ask you to click
on a link or give up your password, and just like that, someone could
get access to your private information. This kind of attack is what we

call phishing, and it's a big deal because it happens all the time.

We hear stories about people getting tricked into giving away their
passwords or credit card info just because an email looked real. It's
scary because it can lead to stolen money or even identity theft. And it's
not just a problem for people at home; businesses can get hit by

phishing, too. If someone in a company gets tricked, the whole business



could be in trouble. That's why learning to spot these sneaky emails is

super important.

For us students, especially if you're like me and into stuff like the
Security+ exam, figuring out the tricks used in phishing can be pretty
interesting. It's not just about keeping our info safe; it’s also about
understanding how these cybercriminals think. This way, we can be one

step ahead and stop them in their tracks.

So let's get into it and break down a fake email to see what makes it
tick and how to spot the red flags. By the end of this, you'll be better at
catching these phishing attempts and protecting your digital life.

The First Look - Spotting Phishing at a Glance

Email Red Flags and Initial Impressions

When I first learned about spotting phishing emails, I thought it would
be all about looking for bad grammar and spelling mistakes. And sure,
those are some big hints that an email might be fake. But there's more

to it than just checking for typos.

Take a sender's email address, for example. If it looks weird or has a
bunch of random characters, that's a red flag. Legit companies usually
have a professional-looking email, not something like

"bigbank1234@hotmail.com." And if the email starts with something

vague like "Dear Customer" instead of your name, that's another sign.



Real emails from companies you have accounts with usually use your

first name because they know it.

Then there's the feeling you get from the email. Does it make you feel
rushed, like you have to click on a link right away or something bad will
happen? Phishers love to make things seem urgent to freak you out and
get you to act fast without thinking. They might say your account will
be closed or you'll get a fine if you don't respond. Real companies don't

do that; they give you time to think and act.

I also learned about looking at links carefully. If you hover over one with
your mouse (but don't click!), you can usually see where it really goes.
If the link text says one thing but the preview shows something

different, that's super sketchy.

Images can be tricky, too. Sometimes, an email might look super official
with logos and branding, but when you look closer, something's off.
Maybe the logo is old or the colors are wrong. These are clues that

someone's trying to copy the real deal.

So, before even getting into the details, just a quick look at these things
can tell you a lot. It's like that first impression when you meet someone
new or when a teacher hands back a test with a big grade on the front

page. You can tell a lot from just a glance!



Spotting the Suspicious - First Impressions of a Phishy Email

0d webmaster@redacted.org your: Transfer Reference Number:(09674321) - Mozilla Thunderbird == O X ‘

File Edit View Go Message Tools Help
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From Mr. James Jackson <info@mutawamarine.com> ¢y
Subject webmaster@redacted.org your: Transfer Reference Number:(09674321)

Reply to Mr. James Jackson <info.mutawamarine@mail.com> ¥
To webmaster@redacted.org vy

Good day webmaster@redacted.org ,

As Instructed, funds has been transferred to your account this morning via SWIFT.

Details are as below and a receipt of payment is attached.
Interbank Transfer Reference Number: 09674321

Transaction Status: Successful

Transaction Date / Time: 10-06-2020 09:18:55

Transaction Description: Balance / Final Payment

From Account: 3105234819

Amount: 149,650

Currency: usd

Bank Charges: $ 146.05

Best regards,

Mr. James Jackson

Accounts Payable
SEC MARINE SERVICES PTE LTD

Looking at the screenshot above from the CTF Challenge, I noticed a
few things right off the bat that made me think twice. Let’s walk through

these initial red flags that caught my eye.



First up, the sender's email address seemed off. It was from a domain
that didn’t quite match up with the company name mentioned in the
signature. Real companies usually send emails from their own domain

names, so this mismatch was a clue that something wasn’t right.

Then, the greeting was generic: "Good day." Most of the time, when you
have an account with a company, they'll use your name to talk to you.

It's more personal that way, and it shows they know who you are.

The subject line was about a money transfer with a reference number,
which is meant to make it seem official. But when you think about it,
why would someone tell you about a transfer like this out of the blue?

That's not usually how banks or companies operate.

The email mentioned that funds were transferred to my account "as
instructed," but it didn’t say who gave the instructions. That's a classic
phishing move, trying to make you think there's some legit transaction

you're supposed to know about.

Also, there were bank charges listed in the email. That's weird because
bank fees are usually taken out before the money gets to you. They

don't ask you to pay up after the fact.

So even before digging into the details, these were the things that made
me stop and think, "Okay, something's fishy here." It’s like when you're
walking to class, and you see a test answer scribbled on the ground.
You know it’s not supposed to be there, and it feels wrong—that’s the

gut feeling I got from this email.



Digging Deeper - Beyond the First Glance

Analyzing the Content for Hidden Clues

After the initial once-over, it's time to put on the detective hat and look
closer at the email from the CTF challenge. This is where we dig into the

details and see what’s hidden beneath the surface.

The email talked about a SWIFT transfer, which is a way banks send
money around the world. That sounds pretty legit, right? But when I
took a closer look at the details, things didn't add up. The transfer
amount was huge, and it's not every day someone gets that kind of
money without knowing it’s coming. Plus, the transaction description

was vague: "Balance / Final Payment." What does that even mean?

The date and time of the transaction were listed, but there was no
mention of the timezone. Financial emails usually include this because
banks operate in different time zones, and they want to be clear about

when things happened.

Then there's the reference number. It's just a long string of numbers,
and honestly, it looks pretty convincing. But without context or

confirmation from the bank, it's just a bunch of digits with no meaning.

The email had an attachment, too, supposedly a receipt of the payment.
But clicking on attachments is one of the riskiest things you can do with
a suspicious email. They can contain viruses or malware that can mess

up your computer or steal your information.



And let’s not forget the language used. The email said, "funds has been
transferred," but that’s not correct grammar. It should be "funds have
been transferred." It's a small mistake, but it's the kind of slip-up a
phishing scammer might make if they’re not paying attention or if

they’re not really fluent in English.

It's like when you're doing homework and a question seems easy at
first, but then you start to see there are layers to it. You have to think
about what’s not being said and look for the evidence that's not
immediately obvious. That's what we have to do with emails like this
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The Personal Connection - Understanding the Cultural Context

Relating the Scam to Real-World Experience

Moving past the technical aspects, there was something in the email
that made me think of my time living in the Middle East. It's interesting
how our personal experiences can give us a different perspective on

spotting scams.

For example, the amount of money mentioned in the email was quite
large. In some cultures, including those in the Middle East, discussing
large transactions openly is not very common. So, an email like this

would immediately be suspicious to someone from that region.

Also, the formality of the email didn't fit. In my experience, even formal
communications in the Middle East have a certain warmth or personal

touch. This email was cold and to the point, which felt out of place. It



lacked any personal connection or the polite language that’s often

present in professional emails from that part of the world.

Another point that resonated with me was the mention of bank charges.
In many Middle Eastern countries, discussing financial matters such as
fees is usually done in person or through a direct, secure channel, not
via email. Plus, the exact amount for bank charges seemed odd. Banks
in the Middle East, as elsewhere, typically round off the service charges,

SO seeing an exact amount like $146.05 would raise eyebrows.

The timing of the email also struck a chord. It was sent very early in the
morning according to the timestamp. Knowing the business hours and
the typical workday in the Middle East, this timing would be unusual for

a professional communication, adding to the suspicion.

It’s these cultural nuances that can sometimes give us additional clues.
They may not be the first things we learn in a cybersecurity class or a
Security+ certification, but they are equally important. Just like in a
history class when you learn about different cultures to understand the
past, understanding the cultural context can help us spot phishing
attempts that don’t match up with what we know to be typical or

appropriate.

The Takeaway - Lessons Learned and Moving Forward

Reflecting on the Importance of Vigilance

After dissecting the phishing email from the CTF challenge, it’s clear that

being able to spot a scam is a crucial skill. It’s not just about protecting



our own information, but also about preventing possible damage to the
people and organizations we care about. Here’s what I'm taking away

from this exercise:

Always Question, Never Assume: Just like in science class, where
we learn not to take things at face value, the same applies to emails. If
something seems out of the ordinary, it’s worth taking a second look.
Question the validity of unexpected emails, especially those that involve

money or personal information.

Education is Key: Knowing what to look for is half the battle. Learning
about common phishing tactics can help us spot scams more easily.
Sharing this knowledge with friends and family can help protect them

too.

Personal Experience Matters: Our backgrounds and experiences can
give us unique insights into spotting things that don’t seem right. In a
world where scammers target people from all walks of life, our diverse

perspectives are assets.

Prevention is Better than Cure: It's better to stop a phishing attempt
before it does any harm than to deal with the consequences later. Using
email filters, reporting phishing attempts, and keeping software up to

date are all ways to keep the scammers at bay.

Stay Curious and Keep Learning: The world of cybersecurity is
always changing, with new threats and new defenses developing all the
time. Keeping up with the latest news and continuing to educate

ourselves is the best way to stay safe.



In conclusion, this CTF challenge was not just a puzzle to solve; it was
a real-life lesson on the importance of cybersecurity. As a student, it’s
been an eye-opening experience to see how easily someone could be
fooled by a phishing email. But now, armed with knowledge and a keen

eye, I feel more prepared to face the digital world, one email at a time.



