Lab Setup Guide

Pre-Requisites

- FortiToken for iOS or Android

- FortiClient VPN for Windows, Mac, or Chromebook
- GNS3 for network simulation

- Putty for Windows or Royal TSX for Mac for remote access

Client-Specific Network Configuration Guide

Welcome to my Network Lab! This write-up is dedicated to helping you set up and
configure a comprehensive network environment for an experimental project requested by
a client. The client's requirements include building a secure network with specific

specifications.

- A secure internal Windows domain.

- An internal Microsoft IIS webserver.

- An internal Windows 10 workstation.
- A public webserver.

- A public FTP server.

- ALAN network on 10.128.0.0/24.

- ADMZ network on 10.128.10.0/24.

- A guest network on 10.128.99.0/24.



Whether you're a seasoned network administrator or just starting, this guide will assist you

in creating a robust network infrastructure that meets these specific requirements. This

project is an exciting experiment designed to fulfill your client's needs for a secure and

efficient network environment. Dive in and explore the resources and instructions

provided to get your lab up and running.

Next Steps

Follow the stage-specific instructions to build out the small business environment. Refer to

the lab documentation for step-by-step guidance and troubleshooting tips.

Network Configuration and Security Steps

Slide 1 Instructions:

e Startthe GNS3 application and create a new project for your network topology.

e In the GNS3 workspace, drag and drop a 'Cloud’ node onto the canvas to represent

the WAN link.

e Next, add a 'Switch' and place it on the canvas to represent the WAN switch in your

network topology.

e Connect the 'Cloud’ node to the 'Switch' using a cable tool to establish the link

between the WAN and your network.

e Review the project requirements listed on the right side of the GNS3 workspace,

which detail the network components you need to configure, including:

(@]

O

Secure network setup
Internal and public servers
Workstations

Network segments with specific IP address ranges
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Slide 2 Instructions:

e Open aterminal session to the FortiGate firewall using PuTTY or another SSH client.

e Login to the FortiGate device with the default username, which is typically 'admin’.

e You will be prompted to change the default password upon the first login for
security purposes. Enter a new password as requested and confirm it.

e Begin initial configuration of the FortiGate firewall by entering the command-line
interface (CLI) configuration mode. This is typically done by typing config system
interface.

e Edit the specific interface you wish to configure, which is port2 in this context, by
entering edit port2.

e Attempt to set the allowed access methods on port2 to include HTTP, HTTPS, and
SSH. If you encounter a command error as shown, ensure you are using the correct
syntax which should be set allowaccess http https ssh.

e Assign an [P address to port2 using the command set ip 10.128.0.1/24. This sets
the interface to the desired IP address and subnet mask.

e End the configuration session for port2 by typing end to apply the changes.

a%
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Slide 3 Instructions:

Continue configuring the FortiGate firewall by setting up a DHCP server for network
clients connected to port2.

Enter the DHCP server configuration mode using config system dhcp server.
Create a new DHCP server instance by entering edit 1 (assuming this is the first
DHCP server instance you're creating).

Define the default gateway for DHCP clients with set default-gateway
10.128.0.1. This IP should be the interface IP of port2 configured earlier.

Set the netmask for the DHCP scope with set netmask 255.255.255.0.
Associate the DHCP server with port2 using set interface port2.

Enter the IP range configuration mode to define the range of addresses that the
DHCP server will offer to clients with config ip-range.

Add a new IP range entry with edit 1.

Set the start of the I[P range with set start-ip 10.128.0.100.

Set the end of the IP range with set end-ip 10.128.0.199.

Exit the IP range configuration mode with next.



e Exit the DHCP server configuration mode with end.

e Optionally, verify the DHCP server configuration using show system dhcp server.
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Slide 4 Instructions:

¢ On the Windows 10 client virtual machine within GNS3, open the Command Prompt.

e Verify the IP configuration details by executing ipconfig /all. Look for the

following:

@)

o

©)

(@]

DHCP Enabled: Yes

Autoconfiguration Enabled: Yes

IPv4 Address: Check that the address is within the range you specified in the
DHCP server configuration (10.128.0.100 to 10.128.0.199).

Subnet Mask, Default Gateway, and DHCP Server: Ensure these are correctly
assigned (should match the settings from the FortiGate DHCP configuration).

DNS Servers: Verify if the DNS server addresses are correctly assigned.

e Test connectivity to the default gateway by pinging it: ping 10.128.0.1. You should

receive replies if the network is correctly configured.



e Ifyou don’t get a response from the gateway or if the IP configuration is incorrect,
troubleshoot the network settings on the client and check the FortiGate interface
and DHCP settings.

e If the Windows 10 client is unable to get an IP address or cannot ping the default
gateway, ensure that the GNS3 network adapter is connected and configured

correctly and that the FortiGate firewall is allowing DHCP traffic on port2.

SHERD N S| e @®onan || & Q@ a|H

E BN Command Prompt

NetBIOS

JIEUser>p

from
from
from

Try again

W3 A ¥

L ). TS LHdL >
rundll32.exe syssetup,SetupOobeBnk

For Windows 8, 8.1 and 10, you will NOT be able to re-arm the trial.
Windows 10 Enterprise Evaluation
Windows License is expired
Build 17763.r55_release.180914-1434
PM

Slide 5 Instructions:

e On the Windows 10 client within GNS3, open a web browser.



Attempt to access the FortiGate firewall's web-based management interface by

entering the firewall's IP address into the browser's address bar:

http://10.128.0.1.

If the login page does not load (as indicated by "Can't reach this page"), check the

following:

@)

Confirm that the client's IP configuration is correct and that it is on the same
network as the FortiGate's interface port2.

Ensure that the firewall rules on FortiGate are configured to allow HTTP
access to the management interface from the subnet assigned to port2.
Verify network connectivity by pinging the FortiGate's IP address from the
command prompt: ping 10.128.0.1.

Check that the FortiGate services are running and that the HTTP service is

enabled on port2.

If the page loads but you cannot log in, ensure that you are using the correct

credentials that were set up during the initial FortiGate configuration.
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Slide 6 Instructions:

Log into the FortiGate web interface from the Windows 10 client VM.

Navigate to the 'System' settings, then 'Settings' to access the system configuration

options.

Verify or configure the following settings as needed:

o

©)

O

Host Name: Confirm or set the host name for the FortiGate device, such as
'firewall'".

System Time: Configure the correct time zone for the firewall. Set up the
NTP (Network Time Protocol) server settings to ensure the firewall has the
correct time, which is critical for logging and security purposes. You can use
the default FortiGuard servers or specify a custom NTP server.

Listen on Interfaces: Select the interfaces that the NTP service should listen
on, typically including the internal interfaces such as 'port2".
Administration Settings: Confirm the HTTP and HTTPS ports for web
administration (default values are typically 80 for HTTP and 443 for HTTPS).
Adjust if necessary and resolve any port conflicts.

HTTPS server certificate: Choose an HTTPS server certificate. The default
setting is usually a self-signed certificate, but in a production environment, a
certificate from a trusted CA would be recommended.

SSH Port: Verify the SSH port number for secure command-line management
access.

Telnet Port: Disable Telnet if it is not needed, as it is not secure.

Idle Timeout: Set the idle timeout value for the admin session.

Click 'Apply’ to save the system settings.
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Slide 7 Instructions:

In the FortiGate web interface on the Windows 10 client, navigate to the 'Network'

section and then 'Interfaces’.

e Select the interface you wish to configure for guest access, typically labeled as port3
or similar.

e Setthe addressing mode to '"Manual' and assign an IP/Network Mask to the
interface, such as 10.128.99.1/24. This will be the default gateway for the guest
network.

e Under the 'Role’ setting, ensure 'LAN' is selected to designate this interface as part
of the internal network.

e Under 'Administrative Access', enable the required services such as HTTP, HTTPS,
PING, or SSH according to your network's administrative needs.

e Scroll down to the 'DHCP Server' section and enable it by toggling the switch if it's

not already enabled.
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e Configure the DHCP Address Range for the guest network. Click on 'Create New' to
add a new DHCP range.

e Input the desired range, e.g., Start IP: 10.128.99.2 and End IP: 10.128.99.254,
which will define the pool of IP addresses that the DHCP server can assign to guest
devices.

e Confirm the netmask is set correctly, which in this case should be 255.255.255.0.

e Click 'OK' to apply the settings.
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Slide 8 Instructions:

e In the FortiGate VM's web interface on the Windows 10 client, go to the 'System'

section and click on 'Feature Visibility'.
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You will see a list of core and additional features that can be enabled or disabled

depending on your network requirements. This controls what options are available

in the web interface.

For core features:

O

Enable 'Advanced Routing' if you plan to use dynamic routing protocols like
OSPF or BGP.

Ensure 'IPv6’ is enabled if your network supports IPv6 addressing.

Verify 'VPN' is enabled if you require Virtual Private Network capabilities.
Check 'AntiVirus', 'Application Control’, 'DNS Filter', 'Web Filter', and any

other security features you need for protecting your network.

For additional features:

o

Toggle on 'Certificates' to manage SSL certificates for secure
communications.

Enable 'DNS Database' if you want to configure a local DNS database.
Consider enabling 'Domain & IP Reputation' for enhanced security based on
reputation scores.

'DoS Policy' should be enabled to protect against Denial of Service attacks.
Adjust other features like 'Email Filter', 'Explicit Proxy’, 'Intrusion

Prevention', etc., as per your security policy.

After configuring the visibility of features according to your network's needs, click

'Apply’ to save the changes.
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Slide 9 Instructions:

e Access the FortiGate VM's web interface from the Windows 10 client.

e Navigate to 'Policy & Objects' and select 'Services' to manage the service groups and
services used in firewall policies.

e To create or modify a service group (such as 'DMZ-services-group'), perform the
following steps:

o Click on the 'New Service Group' button if you need to create a new group, or
select an existing group to edit.

o Name the group appropriately, for example, 'DMZ-services-group' to identify
the services allowed for the DMZ (Demilitarized Zone) segment of your
network.

o Add a comment if needed for administrative purposes.

o You can change the color to visually distinguish this group in the interface

list.
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o Add members to the group by selecting from predefined services like FTP,

HTTP, HTTPS, RDP, SSH, etc., or create custom services as required.

o Ensure that the services required for operation in the DMZ, such as web
access (HTTP and HTTPS), are included.
o Verify the service category and protocols are correct for each service. For

example, for web access, the service should be categorized under 'Remote
Access' and use TCP protocol with the standard ports for HTTP (80) and
HTTPS (443).

Once all necessary services are added to the group, click 'OK' to save the

configuration.
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Slide 10 Instructions:

Open the FortiGate VM web interface on the Windows 10 client.

Navigate to the 'Network' section and select 'DNS' to configure DNS settings.
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You will see two sections: 'DNS Service on Interface' and 'DNS Database':

o Under 'DNS Service on Interface’, you can assign DNS services to specific
interfaces such as LAN, GUEST, and DMZ. Click 'Create New' to add a new
DNS service or select an existing interface to edit its DNS settings. Set the
mode to 'Recursive’ if you want the FortiGate to perform recursive DNS
resolution.

o For the 'DNS Database’, this is where you can define your own DNS records
and zones. Since there are 'No matching entries found', you can create a new
DNS zone by clicking 'Create New'.

o In the new zone, you would specify the domain name for which the FortiGate
is authoritative, and you can add records such as A, AAAA, CNAME, MX, etc.,
that will resolve within your network.

After configuring DNS services for each interface, ensure that the DNS settings are
correct and match the intended network design, particularly if you are segmenting
networks with different DNS requirements (e.g., a separate DNS server for guests
versus internal users).

Once all configurations are complete, click 'Apply’ to save the settings.
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Slide 11 Instructions:

e Access the FortiGate VM64-KVM firewall interface.

e Navigate to the 'Policy & Objects' section and then to '[Pv4 Policy'. This area allows
you to define and manage access control policies that determine the traffic flow
through the firewall.

o Each line represents a specific policy rule with details about source,
destination, schedule, service, action, and other attributes.

o The source and destination columns typically contain the names of the
predefined address objects or groups that specify which IP addresses the
policy applies to.

o The 'Action’ column indicates whether the policy will allow or deny traffic

matching its criteria.



e To add a new policy, click on the '+ Create New' button located at the top left of the
policy list.

o In the new policy setup, you will need to specify the incoming and outgoing
interfaces, source and destination addresses, schedule for when the policy is
active, and the services it applies to.

o Under 'Action’, choose whether this policy will allow or deny the traffic. If
allowing, you can also specify if NAT will be applied.

o Security profiles can be attached to the policy to apply various security
measures like antivirus scans, web filtering, application control, and more.

e After setting up your policy, click 'OK' to save and apply the changes. If you are
editing an existing policy, ensure that the changes are correct and do not
inadvertently block or allow traffic that should be handled differently.

e It's good practice to review the policy list to ensure that the rules are in the correct

order, as the firewall processes them top-down, stopping at the first match.
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Slide 12 Instructions:

Open the Network and Sharing Center on the Windows machine you are configuring.
Navigate to the Ethernet settings by clicking on the Ethernet link. This will typically
be labeled with the connection name, such as "Ethernet"” or "Local Area Connection".
Within the Ethernet status window, click on 'Properties’. You may require
administrative privileges to access these settings.
In the Ethernet Properties window, scroll down and select 'Internet Protocol
Version 4 (TCP/IPv4)' then click on 'Properties’'.
You have the option to obtain an IP address automatically if DHCP is enabled on the
network, or to use a specific I[P address:
o To seta static IP address (as shown in the slide), select 'Use the following IP
address":
= Enter the [P address: 10.128.0.10
= Subnet mask: 255.255.255.0 (This is a standard subnet mask for a
/24 network)
* Default gateway: 10.128.0.1 (This should be the IP address of your
router or default gateway device)
Additionally, set the DNS server addresses if required:
o Preferred DNS server: 127.0.0.1 (This suggests the machine uses itself as
the DNS server, which might be the case if it's running a DNS service)
o Alternate DNS server: 10.128.0.1 (This might be your network's secondary
DNS server, possibly your gateway or a dedicated DNS server)
After entering the IP settings, select 'Validate settings upon exit' to ensure that there
are no immediate issues with the configuration.
Click 'OK' to save the settings and close the properties window. Your network
connection will likely reset to apply these settings.
If necessary, test the connection by pinging the default gateway or another known

address on the network to confirm connectivity.
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Slide 13 Instructions:

e Open Windows PowerShell or Command Prompt with administrative privileges on
the Windows Server.
e Begin by testing connectivity to the default gateway to ensure network
configuration is correct:
o Type ping 10.128.0.1 and press Enter.
o If successful, you should see replies indicating that the packets are reaching
the default gateway.
e Next, verify external connectivity by pinging a well-known public DNS server:
o Type ping 8.8.8.8 and press Enter.

o If successful, this confirms that the server has internet access.
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For a more comprehensive test, you can perform a ping to a common domain to
ensure DNS resolution is functioning:

o Type ping google.com and press Enter.

o Successful replies indicate that the server can resolve domain names, which

implies properly working DNS settings.

Review the ping statistics for each test to ensure there is no packet loss and that the
time taken for the round trip is within acceptable limits. This is critical for assessing
network health and connectivity.
If there are any issues with the pings, you may need to troubleshoot network
settings, check firewall configurations, or verify that DNS services are operational on
the server.
Once all pings are successful, it's recommended to conduct further network services
testing if required, such as using tracert to follow the path packets take to their
destination or using nslookup to directly query DNS servers.
Document any irregularities or issues observed during the testing for further

analysis or to inform network administrators for potential network enhancements.
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Slide 14 Instructions:

e Access the Date and Time settings on the Windows Server or client machine by
right-clicking on the time display in the taskbar and selecting "Adjust date/time" or
accessing through the Control Panel.

e Navigate to the Internet Time tab, which allows you to synchronize the system clock
with an internet time server for accurate timekeeping.

e To configure the settings:

o Click on the "Change settings..." button (if it's greyed out, you may need
administrative privileges).

o Check the box for "Synchronize with an Internet time server".
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o In the "Server" field, enter the IP address or domain name of the preferred
NTP server. In this case, 10.128.0.1 is being used, which likely refers to an
internal time server.

o Click "Update now" to manually synchronize the time.

After clicking "Update now", the system should attempt to connect to the time
server and update the system clock accordingly. If successful, you will see a
confirmation message indicating the last successful sync time.

Confirm the changes by clicking "OK" or "Apply". This will ensure that the settings
are saved and the system clock remains accurate.

It's important to ensure that the time is synchronized, especially in a domain
environment where Kerberos authentication relies on time accuracy between
servers and clients.

If the synchronization fails, you should check the network connectivity to the NTP
server, ensure the server is operational, and verify that no firewall is blocking the
NTP port (default UDP 123).

Document the successful synchronization for maintenance logs and troubleshooting

future time-related issues.
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Slide 15 Instructions:

Open Server Manager ifit's not already open. This is usually found in the taskbar or
can be searched for in the Start menu.

In the Server Manager, click on 'Local Server' on the left-hand panel. This will show
you an overview of the local server's properties.

Locate 'Computer name' in the 'Properties’ section. If you need to change the
computer name or join a domain/workgroup, proceed with the following steps.
Click on the 'Change..." button. This will open the 'System Properties' dialog box.

In the 'Computer Name' tab of the 'System Properties' dialog box, you will see the
current computer name and the workgroup or domain it belongs to.

To change the computer name:
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o Click the 'Change..." button.

o Enter the new computer name in the '‘Computer name' field. In this scenario,
it looks like the intention might be to change it or join a domain.

o To join a domain, select the 'Domain’ radio button and enter the domain
name in the text field. If you want to work in a workgroup environment,
select 'Workgroup' and enter the workgroup name.

Click 'OK' once you've made your changes. A prompt may appear asking for
credentials if you're joining a domain.

After clicking 'OK', you may be prompted to restart the computer for the changes to
take effect.

Ensure you document the changes made, and if this is a server, plan the reboot
accordingly to minimize the impact on services.

Verify network settings and ensure the server has the correct IP configuration to

communicate with the domain controller if joining a domain.
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Slide 16 Instructions:

e In Server Manager, ensure you have selected the 'Roles’ category on the left-hand
panel. If not, click on 'Roles’ to proceed.
e On the 'Roles' page, click 'Add Roles and Features' to open the Add Roles and
Features Wizard.
e The wizard will guide you through the installation process:
o On the 'Before You Begin' page, read the information provided and click
'Next' to proceed.
o Select the 'Role-based or feature-based installation' option and click 'Next'.

o Choose the appropriate server from the server pool and click 'Next'".
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On the 'Select server roles' page, find and check the 'Active Directory Domain
Services' role. A new window will pop up, indicating additional features that are
required for Active Directory Domain Services.

Review the additional features required. It typically includes tools like Group Policy
Management and role administration tools that are necessary for effective AD DS
management.

Ensure 'Include management tools (if applicable)’ is checked to get the AD DS Snap -
Ins and Command-Line Tools along with the server role.

Click 'Add Features' on the pop-up window to add the required features for Active
Directory Domain Services to your selection.

Back on the 'Select server roles' page, with 'Active Directory Domain Services'
checked, click 'Next' to continue.

If there are additional features or roles you wish to install at this time, you can select
them as well. Otherwise, just click 'Next' until you reach the 'Confirmation’ page.
Review your selections on the 'Confirmation' page. Optionally, you can check the
'Restart the destination server automatically if required’ option. Be aware this will
reboot your server without further prompting, which could impact users if this is a
production environment.

Click 'Install' to begin the installation of the Active Directory Domain Services role
and any selected features. The installation process may take some time.

Once the installation is complete, you will need to promote the server to a domain
controller, which involves additional configuration steps and potentially another
server restart.

Document the changes, and if necessary, plan for a maintenance window to
minimize the impact on services for further steps in promoting the server to a

domain controller.
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Slide 17 Instructions:

At the Windows Server login screen, click on the 'Administrator' account to select it.

e Enter the password for the Administrator account in the password field.

e Press 'Enter’ or click the arrow button to the right of the password field to log in.

e If the server is part of a domain, ensure you are logging in with the domain
administrator account by checking the domain before the username, e.g.,
WIDGETS\Administrator.

e If the password is entered incorrectly, you will receive a notification. Re -enter the

password carefully and attempt to log in again.

e Once logged in, you can proceed with server management tasks as required.
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Slide 18 Instructions:

e Access the Active Directory Users and Computers management console through the
Server Manager Dashboard.

e Navigate to the domain of interest, in this case, widgets.localdomain.

e To view or manage user accounts and groups, expand the domain structure.

e C(lick on 'Users' to see a list of user accounts.

e Ifyou need to modify a user's properties, right-click on the user's name and select
'Properties.’

e You can also manage group memberships by right-clicking on the respective groups

under the 'Users' OU (Organizational Unit).
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e For more detailed management tasks, you can utilize the 'Action' menu at the top or
right-click on the domain, OU, or specific users or groups for a context menu with
more options.

e Make sure to apply any changes you make by clicking 'OK' or 'Apply' in the
properties windows.

e To close the console when finished, simply click the 'X" at the top right corner or go

to 'File' and then "Exit.'

wer — (] X
(B HED I 6o @ an G| @ @ 6| .

= Server Manager =g x

[ R QEMU (DC) - TightVN

Server Manager * Dashboard @ Manage Tools  View

w ] Active Directory Users and Computers = | = - -
= File Action View Help
B local 54 Py = F =~ Bl == | @ by o= .
z e pnE 48 XEBEE B T %
!E Al : Active Directory Users and Com || Name Type * Description ~
Il AD DS ~| Saved Queries 52 Domain Admins Security Group.. Designated administrato...
:% DNS 4 54 w.idgets.localdomain 52, Domain Computers Security Group...  All workstations and ser...
= b (] Builtin 52, Domain Controllers Security Group... All domain controllers ..
Fi File and b (2] Computers .ﬂDDmain Guests Security Group...  All domain guests =
v [E] Domain Controllers 52, Domain Users Security Group...  All domain users
b J ForeignSecurit.yPrincwpaI: 2, Group Policy Creator Owners Security Group...  Members in this group c.
:J_ Managed Service Accour %Protected Users Security Group...  Members of this group ...
_LUZD %Read-nnlyDomam Controllers Security Group...  Members of this group ..
52, Enterprise Admins Security Group... Designated administrato...
. A Enterprise Read-only Domain Contro... Security Group... Members of this group ...
SzSchema Admins Security Group... Designated administrato... Hide
S)Admmlstrator User Built-in account for ad...
\a_; Ana Cook(admin) User =
!, Aina Cook(user) User
3_;, Grant Stoebner(admin) User
3) Grant Stoebner{user) User
3_. Guest User Built-in account for gue...
\5 Guillermo Clarkiadmin) User
S_;, Guillermo Clarkiuser) User
\a_; Michael Williams(admin) User
< m > 3_, Michael Williams(user) User w
Performance Performance
BPA results BPA results

-

E= Y == e

Slide 19 Instructions:

e Open the "Date and Time" settings on your Windows 10 machine by right-clicking
on the time display on the taskbar and selecting "Adjust date/time" or through the

Control Panel.

e In the "Date and Time" dialog box, navigate to the "Internet Time" tab.
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¢ (lick on "Change settings..." to configure internet time settings.

e Ensure the checkbox "Synchronize with an Internet time server" is selected.

e From the server dropdown, select "dc.widgets.localdomain” as the time server to
synchronize with. This should be your domain controller configured to provide time
services.

e (lick "Update now" to synchronize immediately.

e Once the synchronization is successful, you should see a confirmation message with
the timestamp of the last successful sync.

e C(lick "OK" to close the Internet Time Settings dialog.

e C(lick "OK" again to exit the Date and Time dialog box.

e If any changes were made or the synchronization was updated, a notification might

appear or you may see the time adjust on your system clock in the taskbar.
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Slide 20 Instructions:



30

Access the System Properties dialog box by right-clicking on 'This PC' or 'Computer’
on the desktop or in File Explorer and selecting 'Properties'. Then click on
'Advanced system settings'.

In the System Properties window, go to the 'Computer Name' tab.

Click on 'Change...' to rename the computer or change its domain or workgroup.
Under 'Member of’, select the 'Domain’' radio button to join the computer to a
domain.

In the text field for 'Domain’, enter 'widgets.localdomain' which is the name of the
domain you want to join.

After entering the domain name, click 'OK'". You will be prompted to enter
credentials that have permission to join the domain.

Enter the username and password of an account that has the authority to join the
domain, then click 'OK'.

If the domain join is successful, you will receive a welcome message to the domain.
You will be prompted to restart the computer for the changes to take effect. Save
any open work and then click 'OK' to restart.

After restarting, the computer will be a member of the 'widgets.localdomain'

domain.
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Slide 21 Instructions:

e Navigate to the 'System Properties' by searching for "This PC' on your desktop, right-
clicking on it, and selecting 'Properties'. Then, click on 'Advanced system settings'.

e On the 'System Properties' window, click the 'Computer Name' tab.

e C(lick the 'Change..." button to open the 'Computer Name/Domain Changes' window.

e Here, you can change the computer name or join a domain. Since 'win10' is already

the computer name, you should focus on the 'Member of' section.
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e In the 'Member of' section, you can see that the computer is already a member of the
domain 'widgets.localdomain'. If it were not, you would select the 'Domain’ radio
button and enter the domain name.

e Once the correct domain is listed, click 'OK'. If you changed the domain, you would
be prompted to enter the username and password for a user account with
permission to join the domain.

e After entering valid credentials, a welcome message to the domain should appear.

e You will then be prompted to restart the computer to apply these changes. Make
sure to save any open work before restarting.

e After the restart, the computer will be a part of the specified domain, and you can

log in with domain user credentials.
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Slide 22 Instructions:
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Open 'Server Manager' in your Windows Server environment.
In 'Server Manager', navigate to the 'Local Server' tab from the left-hand panel.
On the right side, find and click on 'Desktop Wallpaper' under the 'Policies' section.
This will open the 'Desktop Wallpaper' policy setting. You can configure the desktop
wallpaper that is displayed on all users' desktops within this setting.
If you wish to enable a desktop wallpaper, select the 'Enabled’ option.
Specify the wallpaper path by typing the fully qualified path and name of the file that
stores the wallpaper image in the 'Wallpaper Name' field. For example:

o If using a local path: C:\windows\web\wallpaper\windows\img0.jpg

o Ifusing a network path (UNC): \\Server\Share\Corp.jpg

Choose the 'Wallpaper Style' from the dropdown menu. Options typically include
'Fill', 'Fit', 'Stretch’, 'Tile', and 'Center’.

After making your selections, click 'OK' to apply the changes.

The policy setting will take effect after the user logs off and logs back on, or after the
system is restarted.

If the policy should not be applied, you can select 'Not Configured' or 'Disabled’ to
leave the wallpaper settings as they are, allowing users to choose their own

wallpaper.
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Slide 23 Instructions:

. I% = '(b H‘I:IBPM

e Open Windows PowerShell with administrative privileges on your Domain

Controller.

e To update group policies, execute the command gpupdate /force. This command

refreshes local and Active Directory-based Group Policy settings, including security

settings.

e After the policies are updated, you might want to verify the application of certain

policies. To do so, you can use the gpresult command or the Resultant Set of Policy

(RSoP) snap-in.

e For detailed policy application results, use the gpresult /R command, which

displays the Resultant Set of Policy information for the user and computer.
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In the PowerShell window, review the output under the 'Applied Group Policy
Objects' section to confirm which policies have been applied. If there are any issues
with policies not applying, they will be listed under 'The following GPOs were not
applied because they were filtered out' along with the reason for the filtering.
Check the 'Computer Settings' and 'User Settings' sections to see detailed
information on what policies are active and their respective settings.

If there are any Group Policy Objects (GPOs) that are expected to apply but aren't
listed, troubleshoot accordingly. Common reasons for GPOs not applying include
security filtering, WMI filtering, or incorrect organizational unit (OU) placement.
The PowerShell window also shows which domain the computer is a part of under
'User Settings', the login server, and the Group Policy slow link threshold.

If necessary, use additional Group Policy management and troubleshooting tools
like the Group Policy Management Console (GPMC) or log files for more in-depth
analysis.

Remember to document any changes or findings during this process for future

reference and possible audit requirements.
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Slide 24 Instructions:

e Enter the password for the "(admin)" account.

e C(lick the arrow or press Enter to proceed.

QEMU (Win10-1) - TightVNC Viewer
HEAED| NG oA Qe el

K

Guillermo Clark(admin)

R Guillermo Clark(a...

R Other user

Slide 25 Instructions -
e Locate the device representing the Windows Server 2012 and install it, additionally
name it "[IS" server.

e Within the server's properties, ensure that its name is set to "IIS."
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Slide 26 Instructions

In your GNS3 environment, access the "[IS" server.

Open the Server Manager on the "[IS" server. You can typically find it in the
"Administrative Tools" or a similar menu.

Inside Server Manager, navigate to "Local Server" on the left navigation pane.

In the "Local Server" properties, locate the current computer name, and click on it to
open the "System Properties" window.

In the "System Properties" window, go to the "Computer Name" tab.

Click the "Change" button to open the "Computer Name/Domain Changes" window.
In this window, change the computer name to your desired name, such as "[IS."
Below the computer name field, select the "Domain" radio button.

Enter "widgets.localdomain" in the text field next to "Domain."

Click the "OK" button to apply the changes.

You will be prompted to provide credentials to join the "widgets.localdomain”
domain. Enter the appropriate username and password with the necessary
permissions to join the domain.

After successfully joining the domain, you may need to restart the server for the

changes to take effect.
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Slide 27 Instructions

Ensure that you have completed the previous steps to change the computer name
and add the server to the "widgets.localdomain" domain, as instructed in slide 26.
In your GNS3 environment, access the "[IS" server.
To restart the server, you can typically do one of the following:
o Click on the "Start" menu, then click on the power icon and select "Restart."
o Open a command prompt or PowerShell and enter the command: shutdown
Jr /t 0O
Wait for the server to complete the restart process. It may take a few moments.
After the server has restarted, you can log in as the "I[IS/Administrator" account.
On the login screen, enter the username as "lIS/Administrator"” and provide the
corresponding password.
Press Enter or click "Sign In" to log in.

You should now be logged in as the "[IS/Administrator” user on the server.
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Slide 28 Instructions:

In your GNS3 environment, ensure that you are logged in as "[IS/Administrator” on
the server, as instructed in slide 27.

Open the Server Manager on the "lIS" server. You can typically find it in the
"Administrative Tools" or a similar menu.

Inside Server Manager, locate and click on the "Add roles and features" option. This
will open the "Add Roles and Features Wizard."

In the "Add Roles and Features Wizard," click "Next" to proceed.

In the "Select installation type" section, leave the default selection (Role-based or
feature-based installation) and click "Next."

In the "Select destination server" section, ensure that the correct server (the "IIS"
server) is selected. It should be pre-selected for you. Click "Next."

In the "Select server roles" section, scroll down or search for "Web Server (IIS)" and

check the corresponding box to select it.
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A pop-up window may appear, indicating that additional features are required. Click
"Add Features" to include the required features for the web server.

Click "Next" to proceed.

In the "Select features" section, you can leave the default selections as they are since
the necessary features for the web server have been added automatically. Click
"Next."

Review the information on the "Web Server Role (IIS)" screen. You can click "Next"
to proceed.

In the "Select role services" section, you can customize the specific components and
services you want to install with IIS. Make your selections based on your
requirements.

Click "Next" to continue.

Review the summary of your selections. If everything looks correct, click "Install" to
begin the installation process.

The wizard will install the selected roles and features. Wait for the process to
complete.

Once the installation is finished, you will receive a confirmation message. Click

"Close" to exit the wizard.
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Slide 29 Instructions:

Open a web browser on the "[IS" server. You can typically find a web browser icon

in the "Start" menu.

In the web browser's address bar, type "localhost" (without quotes) and press

Enter.

The browser should load a web page hosted on the "lIS" server, indicating that the

localhost is working.

You may see a default web page or a specific web application depending on the

configuration of your "lIS" server.

This step confirms that the web server is functioning correctly, and you can access

web content hosted on the server using the "localhost" address.
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Slide 30 Instructions:

e Open a web browser on the "[IS" server. You can typically find a web browser icon
in the "Start" menu.

e In the web browser's address bar, type the following URL:
"http://localhost/testhtml” (without quotes) and press Enter.

e The browser should load the "testhtml"” web page hosted on the "[IS" server.
e Confirm that the content of the "testhtml” page displays the message "Test website

validation completed.”
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Slide 31 Instructions:

e From your Windows 10 machine (client machine), open a web browser.
e In the web browser's address bar, type the following URL:
"http://[IP address of IIS server]/testhtml” (replace "[IP_address_of_IIS_server]"

with the actual IP address of the IIS server) and press Enter.
e The browser should load the "testhtml" web page hosted on the IIS server.
e Confirm that the content of the "testhtml” page displays the message "Test website

validation completed.”
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Slide 32 Instructions:

e In your GNS3 environment, locate the Ubuntu Server virtual machine.

e Dragand add the Ubuntu Server to the DMZ switch.
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Slide 33 Instructions:

e In your Ubuntu Server virtual machine, open a terminal window.
To log in as the root user with GNS3 credentials.

e Youwill be prompted to enter your current user's password. Provide the password
GNS3 and press Enter.

e After successful authentication, you will have root access in the terminal, indicated

by the change in the command prompt.

Topelogy Summar
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Servers Summary
© 1ab3-bravo CPU 46% 1

as!! 2x206CHZ 19CE2% NEEASNE 2023-11-29 01:11:23

Nnctwork on 10. 128.0.0/24 R Network
Znetwork on 10.128.10.0/24
ST network on 10.128.99.0/2: % Device >

B Deta >
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Slide 34 Instructions:

e In your Ubuntu Server terminal, navigate to the "/etc" directory using the "cd /etc"

command.
e Open the "hosts" file using a text editor. You can use the "nano" text editor with the
"sudo nano hosts" command.
e In the "hosts" file, add the following lines:
o 127.0.0.1 localhostlocaldomain localhost

o 10.128.10.80 www.widgets.localdomain www
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e Save the changes by pressing Ctrl + O, then press Enter.

o Exit the text editor by pressing Ctrl + X.

BEEE] N S| e dhon A | € 8 |
Activities [ Terminal ~ Wed 01:13

Q Settings Network

gns3@gns3 () - byobu
File Edit View rch Terminal Help
GNU nano 2 etc/hosts Modified

127.0.0.1 localhost.localdomain localhost
10.128.10.80 www.widgets.localdomain www

ip6-localhost ip6-loopback
ip6-localnet
ip6-mcastprefix
ip6-allnodes

6-allrouters

EB¥ Append I8 Backup File
- iy Prepend Ml To Files
u®ll 18.04 48! . BT 2x2.6GHZ 1.9G61% HBGASH 2023-11-29 01:13:47

[& Power

EEREEE LD

@2 Network
%o Devices >
B Details >

Slide 35 Instructions:

e In your Ubuntu Server terminal, use the following command to set the hostname to
"www'":
sudo hostnamectl set-hostname www

e To verify the hostname change, enter the following command:
hostnamectl

e This command will display information about the system's hostname, including the

updated hostname "www."
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Settings Network

k gns3@gns3 () - byobu
File Edit View Search Terminal Help

Welcome to the light, powerful, text window manager, Byobu.
B You can toggle the launch of Byobu at login with:
'byobu-disable' and 'byobu-enable’

For tips, tricks, and more information, see:
* http://bit.ly/byobu-help

:~% sudo -i
[sudo] password for gns3:
root@gns3:~# nano fetc/hosts
Rroot@gn53:~# hostnamectl set-hostname www
root@gns3:~# hostnamectl
Static hostname: www
Icon name: computer-vm
Chassis: vm
Machine ID: 77f43656c50741ada6957faalc60b3cf
Boot ID: fb397ae515c2449fae223b87bf334d73
Virtualization: kvm
Operating System: Ubuntu 18.84.3 LTS
Kernel: Linux 4.15.8-64-generic
Architecture: x86-64
Mroot@gns3:~#

®l 18.04 48!l 2x2.6GHz 1.9G60% HEGASE 2023-11-29 01:16:02
[& Power
2 Network
To Devices >

Slide 36 Instructions:

e After making configuration changes or updates to your system, it's recommended to
perform the following steps in your Ubuntu Server terminal:

e Update the package list to ensure your system is aware of the latest available
packages by running the following command:

sudo apt-get update

e Next, upgrade the installed packages, which includes applying security updates and
bug fixes, by running the following command:
sudo apt-get dist-upgrade

e Running these steps will guarantee that the changes you've made are successfully

applied to your system.
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Slide 37 Instructions:

In your Ubuntu Server terminal, enable and start the Apache web server using the

following commands:

e Enable the Apache web server to start on boot: sudo systemctl enable apache2
e Start the Apache web server immediately: sudo systemctl start apache2

This ensures that Apache is both enabled to start on boot and is immediately started.

Allow incoming traffic to the Apache web server by configuring the Uncomplicated Firewall

(UFW) to allow Apache traffic:

e Allow Apache traffic through the firewall: sudo ufw allow apache

This step opens the necessary ports for Apache to receive web traffic.

Download DokuWiki by retrieving the DokuWiki stable release from the official source

using the following command:

e Fetch the DokuWiki archive to your server for installation: wget

https://download.dokuwiki.org/src/dokuwiki/dokuwiki-stable.tgz
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B QEMU (Ubuntu-1) - TightVNC Viewer N
SHERD I S| oRmat| | Qe aa|R
Activities ] Terminal Wed 04:22 @ &S0 O~

e —
—

Trash
gns3@www (10.128.10.80) - byobu

File Edit View Search Terminal Help

Processing triggers for man-db (2.8.3-2ubuntue.1) ...

Processing triggers for ufw (0.36-0ubuntu6.18.04.2) ...

Processing triggers for ureadahead (0.100.0-21) ...

Processing triggers for libc-bin (2.27-3ubuntul.6) ...

root@www:~# systemctl enable --now apache2

Synchronizing state of apache2.service with SysV service script with /lib/system

d/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable apache2

root@www:~# ufw allow Apache

Rules updated

Rules updated (v6)

root@www:~# wget https://download.dokuwiki.org/src/dokuwiki/dokuwiki-stable.tgz

--2023-11-29 04:21:45-- https://download.dokuwiki.org/src/dokuwiki/dokuwiki-sta

ble.tgz

Resolving download.dokuwiki.org (download.dokuwiki.org)... 138.201.137.132, 2a01

1478:172:3483::2

Connecting to download.dokuwiki.org (download.dokuwiki.org)|138.201.137.132]:443
. connected.

HTTP request sent, awaiting response... 200 OK

Length: 4043928 (3.9M) [application/octet-stream]

Saving to: ‘dokuwiki-stable.tgz’

dokuwiki-stable.tgz 7%[> ] 304.59K 13.9KB/s eta 4m 365 I
8l 18.04 2x2V6GHz 179G55% HEESE 2023-11-29 04:22:09

Slide 38 Instructions:

e Open a terminal window on your Ubuntu server where you will configure the
Apache virtual host for DokuWiki.

e Elevate your privileges to root using the command sudo su - to ensure you have
the necessary permissions to edit configuration files.

e Access the Apache virtual host configuration file for DokuWiki by entering the nano
text editor command: sudo nano /etc/apache2/sites-available/dokuwiki.conf.

e Locate the <VirtualHost *:80> block to configure your DokuWiki site. This tells
Apache to listen on port 80 for incoming connections for the specified ServerName.

e Setthe ServerName directive to the desired domain name for your DokuWiki

installation, such as www.widgets.localdomain.

e Specify the DocumentRoot directive to the directory where DokuWiki is installed,

/var /www/html/dokuwiki.
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Within the <Directory> block for the DokuWiki installation path, set the
AllowOverride directive to All to enable the use of .htaccess files for directory-level
configuration.
Add the Require all denied directive to restrict access to the directory by default
for security purposes.
If you are using the mod_authz_core module, include the following directives to
configure access control:
o Order allow,deny establishes the order in which allow and deny directives
are evaluated.
o Deny from all as a security measure, denies access to the directory from all
users.
Check that the ErrorLog and CustomLog directives are set correctly to specify where
Apache will log errors and access requests.
After ensuring all configurations are correct, press Ctrl + 0 to write the changes to
the file, then press Enter and Ctrl + X to exit nano.
Apply the changes by restarting the Apache service using the command: sudo
systemctl restart apache2.
Verify that the DokuWiki site is operational by accessing

http://www.widgets.localdomain in a web browser.
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& QEMU (Ubuntu-1) - TightVNC Viewe -
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root@www: ~

File Edit View Search Terminal Help
GNU nano 2.9.3 etc/apache2/sites-available/docuwiki.conf Modified

<VirtualHost *:80>
ServerName www.widgets.localdomain
DocumentRoot /var/www/html/dokuwiki

<Directory ~ "/var/www/html/dokuwiki/(bin/|conf/|data/|inc/)">
<IfModule mod_authz_core.c>
AllowOverride All
Require all denied
</IfModule>
<IfModule !mod_authz_core.c>
order allow,deny
Deny from all
</IfModule>
</Directory>

ErrorLog /var /log/apache2/dokuwiki_error.log

CustomLog /var/log/apache2/dokuwiki_access.log combined
</Virtua1Host>I
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Slide 39 Instructions:

e On the DC server, open the DNS Manager.

¢ Navigate to the Forward Lookup Zones.

e Right-click on widgets.localdomain and choose "New Host (A or AAAA)".
e Enter the desired host record details and corresponding IP address.

e C(lick "Add Host" to create the new record.

e Confirm the successful creation of the host record when prompted.
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Slide 40 Instructions:

On your Windows 10 server, open a web browser and navigate to the DokuWiki

installer by entering http://www.widgets.localdomain/install.php.

[ ]
[ ]
name.
[ ]
management.
[ ]
[ ]

by entering it again in the "once again" field.

On the DokuWiki Installer page, fill in the "Wiki Name" field with your desired wiki

Check the box to "Enable ACL (Access Control List)" for user permissions

Fill in the "Superuser"” section with your chosen admin username.

Enter your "Real name", "E-Mail", and a secure "Password". Confirm the password
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e Select an "Initial ACL policy" from the dropdown menu. The default setting is usually

appropriate for most installations.

e I[f desired, check the option "Allow users to register themselves" to enable user self-

registration.

e (Choose the content license for your wiki content from the available options.

e Complete the installation by clicking the button to install DokuWiki.

BEHERD NI & @onat| B & &

e =

o—EIl 3 Dokuwiki Installer X | + v

O @

@ www.widgets.localdomain/install.php

"_[W DokuWiki Installer
,|N

Wiki Name ‘

Enable ACL {recommended)

Superuser

Choose your language: |en

Real name

E-Mail

Password

once again

Initial ACL policy
| Open Wiki (read, write, upload for everyone)

[] allow users to register themselves

Please choose the license you want to put your content under:

Slide 41 Instructions:

¥ o= Loe

V|| Update |

This page assists in the first time
installation and configuration of
Dokuwiki. More info on this
installer is available on it's own
documentation page.

DokuWiki uses ordinary files for
the storage of wiki pages and
other information associated with
those pages (e.g. images, search
indexes, old revisions, etc). In
order to operate successfully
DokuWiki must have write access
to the directories that hold those
files. This installer is not capable of
setting up directory permissions.
That normally needs to be done
directly on a command shell or if
you are using hosting, through FTP
or your hosting control panel (e.g.
cPanel).

This installer will setup your
DokuWiki configuration for ACL,
which in turn allows administrator
login and access to DokuWiki's
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e Access the Widgets Network Documentation Wiki by going to

http://www.widgets.localdomain/doku.php?id=start in your web browser on

the Win10 server.

e Review the network documentation provided on the main page, which includes
details of the firewall and Windows 10 host configurations.

e Verify the hostnames and fully qualified domain names (FQDNs) for the firewall and
Win10 server are correctly documented.

e Confirm the IP configurations and associated network details, such as DHCP
settings, LAN connections, and DNS services, are accurately recorded.

e Update or add any additional information as necessary to ensure the documentation

is current and comprehensive for the Widgets environment.

| B QEMU Win10-1) - TightVNC Viewer _ O v
ErEEN I Y Y=
E B a9 Yahoo & start [Widgets Network ¢ I+ i — ®
i = = O {nt @ www.widgets.localdomain/doku.php?id=start ¥ 3= & &
- Lopged in as: serice account (wikiadmin) Update Profile Admin Log Out -
'-,1'_ _é Widg?ﬁ Network Documentation Wiki Searh
| —_— Recent Changes  Media Manager  Sitamap

Trace: - start

Welcome to the widets.localdomain Wiki!

Thig wiki will be used to document the network resources for the Widgets environment.

firewall

hostname = firewall
FQDN = firewall.widgets.localdomain (needs to be created on dc)
network info:

wan is portl on dhcp from cloud, connected to WAN-SWITCH

lan is port2 on 18.128.8.1/24, connected to LAN-SWITCH

dmz is port4 on 18.128.10.1/24, connected to DMZ-SWITCH

guest is port3 on 10.128.99.1/24, not connected

winlo

hostname = winie

FQON =winie.widgets.localdomain

a-record created = dynamically on dc.widgets.localdomain
network info: dcp, LAN network

dc

hostname = dc

FQDN =dc.widgets.localdomain

g-record created = automatically on dc.widgets.localdomain
network info: static, 10.128.8.18/24, LAN network
services: AD and DMS services

http:/fwww.widgets.localdomain/doku.php?id=start

H 0 Type here to search
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Slide 42 Instructions:

e On the DC server, open the DNS Manager through the Server Manager.

e Expand the 'Forward Lookup Zones' folder in the DNS Manager.

e Right-click on the widgets.localdomain zone and select "New Host (A or AAAA)..."

e In the 'New Host' dialog, enter "iis" in the 'Name' field to create a record for
"lis.widgets.localdomain".

e Input the IP address for the IIS server in the '[P address' field.

e (lick "Add Host" to create the new DNS entry.

e (lick "OK" in the confirmation window that states the host record for

"iis.widgets.localdomain" was successfully created.

QEMU (DC) - TightVNC Viewer — O %
SEHED| N SR a2 @ aad |
= Server Manager - g x
DMNS Manager
Action  View Help
| @2 n[E XECc=z Hm § @84
- @ .
il [INS New Host x |2 Timestam
- 4 F DC
= .
s 4 F(.erard Lookup Zones Mame (uses parent domain name if blank):
|'i'i 4 b 2] _msdcs.widgets.local | |
o | FE'J widgets.localdomain
I I [] Reverse Lookup Zones Fully qualified domain name {FQDN):
uE | I J Trust Points |widgeis.loaldomain. |
I || Conditional Forwarders deidgets.localdom static | ]
&1 Global L IP g, dress: o '
b ohaltegs ﬁé | widgets.localdemain, static
|_ - 1/28/202
[d DNS Etatic
14 1/28/202
9 1/28/202
o The host record iis.widgets.localdomain was successfully created. Liatic bid
’ ide
< [T > <] ] >
Events Events
Services Services
Performance Performance
BPA results BPA results
— o @ 625 PM
EE a uE;] e 3 B 312072023

Slide 43 Instructions:
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e Onyour Win10 server, open the FortiGate firewall interface in a web browser.

e Log in as an administrator.

e Navigate to 'Policy & Objects' and then to 'IPv4 Policy'.

e Review the list to confirm existing policies, especially the rule allowing TCP port 80,
which is typically used for HTTP traffic.

e To add a new policy, click 'Create New'.

e Configure the policy with the necessary interface pairs, source, destination, and
ensure you set the 'Service' to include '"HTTP' which uses TCP port 80.

e Setthe 'Action' to 'ACCEPT' to allow the traffic.

e Save the new policy by clicking 'OK' or 'Apply'.

QEMU (Win10-1) - TightVNC Viewer . O X
HEHERD| I S dom By & Q@&

B 4 ‘ & start [Widgets Network DD[] £F FortiGate - firewall ® I+ % — s
<« — O m (@ | 10.128.0.1/ng/firewall/policy/policy/standard h*¢ = L=

~

@ Dashboard ’ & Edit | W Delete | Q, Policy Lookup | | Search | Q |

¥& Security Fabric >

) (NENEEETAYENE By Sequence
o Fortiview ISR vt focePair view IR
& Network 5 ID Name Source Destination Schedule Service Action N,

£ System > DMZ (port4) — M LAN (port2) @
% Policy & Objects @ DMZ (port4) —# WAN (port1) €

IPv4 Policy

Authentication Rules + LAN (port2) @ WAN (port1) o

LAN (port2) —® DMZ (port4) €
IPv4 Do Policy [E B WAN (port1) — 8 DMZ (port4) @
5 WAN-to-DMZ & all @& www_tcp 80 [@ always I DMZ-services-group « ACCEPT @ L

Addresses

Internet Service Database

Implicit @

Services

Schedules

Virtual IPs

IP Pools

Protocol Options

Traffic Shapers

Traffic Shaping Policy

Traffic Shaping Profile
@& Security Profiles > 6 | Updated: 12:35:32 &

E O Type here to search

Slide 44 Instructions:
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e In the SSH terminal session to your FortiGate firewall, identify the configuration
details for "portl".

e Note the "portl" configuration is labeled with the alias "WAN", indicating this portis
connected to the wide area network (WAN).

e Recognize that "portl" is set to obtain an IP address via DHCP, which in this context
is likely provided by the WAN-side, such as a cloud service or ISP.

e The configuration implies that "portl"” is connected through a WAN switch to the
cloud, making it accessible from the internet.

e The displayed command show system interface with the IP address 10.23.2.101
would show detailed information for that interface if executed, confirming its

accessibility and status.

Slide 45 Instructions:
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Review the network diagram for the small business environment setup by your MSP
(Managed Service Provider) group.

Note the addition of an FTP server within the network, indicated by the FTP label
and connected to the DMZ-SWITCH.

The FTP server has a dedicated network interface card (NIC1) with the IP
configuration set within the DMZ subnet, 10.128.10.0/24, to ensure it is segregated
from the internal LAN for security.

Verify that the WAN-SWITCH connects to the FortiGate-1 firewall's Port1, which is
set to interface with the WAN-CLOUD, symbolizing internet connectivity.

Check that the internal Windows Domain (DC) and IIS web server are connected to
the LAN-SWITCH, while the Ubuntu server is connected to the DMZ-SWITCH, each
with their respective IP addresses as per the client's request.

Confirm that the IP addressing scheme matches the client's requirements for a
secure network, internal domain, IIS webserver, Windows 10 workstation, public
webserver, public FTP server, LAN network, DMZ network, and guest network.
Ensure that the gateway addresses for the LAN (10.128.0.1) and DMZ (10.128.10.1)
networks are correctly configured in the FortiGate-1 firewall to facilitate proper

routing between the different network segments.



59

Node Console

s » @ b wne 10.20.0.32:5901
vty » © DMZ-SWITCH none
fip-10.128.10.21 b+ © FortiGate-]  telnet 10.20.0.32:5002

ubuntu - 10.128.10.80 » O FP vne 10.20.0.32:5004
DC- 10 e
0C-loaamoae @ vne 10.20.0.32:5002
» €0 LAN-SWITCH none
» O Ubuntu-1  vnc10.20.0.32:5003
WAN-CLOUD » 3 WAN-CLOUD none
» 3 WAN-SWITCH none
» 8 winlo-1 vne 10.20.0.32:5900
lcb
FortiGate-1
WAN-4WITCH amm 2 Servers Summary
ﬁ'—‘- - b 3 Iab3-bravo CPU 30.6%, RAM 40.8%
e Portl i W porty
DMZ-SWITCH
Requirements: gateway 10.128.10.1
Your lab group works for a small HSP.
Your instructor is your senior engineer.
The MSP you work for has been hired to build a sall business environment. FIP
The chent has requested the folowing: .
a secure network
an intemal Windows Domain
an intemal Microsoft IIS webserver
an intemal Windows 10 workstation
a public webserver
a public FIP server
a LANnetwork on 10.128.0.0/24 Uby -
a DMZ network on 10.128.10.0/24 ens?
‘2 GUEST networkon 10.128.99.0/24 )

Slide 46 Instructions:

e On the FTP server, open the Server Manager.

e Navigate to the 'Local Server' tab.

e C(lick on 'Computer name' to open the System Properties dialog box.

e In the 'Computer Name' tab, click the 'Change..." button to rename the computer or
change its domain or workgroup membership.

e Change the 'Computer name' to 'ftp' to reflect its role as an FTP server.

e Under 'Member of', select the 'Domain' radio button and enter
'dc.widgets.localdomain’ to join the server to the specified domain.

e (lick 'OK' to apply the changes. You will be prompted to restart the server for the
changes to take effect.
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Slide 47 Instructions:

e On the FTP server, open the Server Manager.

Click on "Add Roles and Features" to launch the wizard.

e Proceed to the "Select role services" section under the Web Server Role (IIS).

e In the "Role services" pane, check the box for "FTP Service" to install the basic FTP
server features.

e Also, check "FTP Extensibility" for advanced functionality, such as integration with
[IS Manager and ASP.NET support for FTP.

e Review your selections, then click "Next" to proceed.

¢ On the next screen, confirm the installation selections and click "Install" to begin

adding the FTP server role services to your system.
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- ient Certificate Mapping Authenticatic
] 1S Client Certifi Mapping Auth
[ 1P and Domain Restrictions _
Confirmation [ URL Autharization .
[ Windows Authentication
b [] Application Development
4 FTP Server
FTP Service N
FTP Extensibility] .
4 Management Tools
i 1I5 Management Console
B[] 15 6 Management Compatibility »
< " >
| < Previous | | Next > Install
L 1 |
BE All Servers 1
B H L= 3:22PM
‘ i T E BTN G A

Slide 48 Instructions:

¢ On the Domain Controller (DC) server, open Internet Explorer.

e Navigate to the FTP site by entering the address ftp://ftp.widgets.localdomain/

in the browser's address bar.
e The browser window should display the FTP root directory for

ftp.widgets.localdomain.
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e To open and manage the FTP site in Windows File Explorer, press Alt, click View,

and then select Open FTP Site in File Explorer.

e Verify the presence of files or directories, such as the listed "New Text

Document.txt", confirming the FTP server is operational and accessible.

QEMU (DC) - TightVNC Viewer - o x
BEHED I S| e@on | B & Q@ a|H
fes Server Manager - (0| X
Server Manager * Dashboard © Manage  Tools
I& Dashl °@|@ ftp://ftp.widgets.localdomain/ L-c || & FTP root at ftp.widgetsloca.. | | s i\\? {'é}
i Local

) FTP root at ftp.widgets.localdomain

Igl AD DY To view this FTP site in File E[%xplorer: press Alt, click View, and then click Open FTP Site in File Explorer.

11/30/2023 01:55PM 10 New Text Document.txt

Hide

w

11:13 AM
s B 000

Slide 49 Instructions:

e Open a web browser and access the Widgets Network Documentation Wiki by

typing in the IP address of the server hosting the wiki, followed by
/doku.php?id=start.

e Review the main page to verify that it displays a welcome message and the network

resource documentation for the Widgets environment.



63

Check the details under the 'firewall' section, confirming the hostname, FQDN, and
network interface assignments are correctly listed.

Under 'win10', ensure the hostname, FQDN, and network information are accurately
documented, including DHCP settings.

Verify the 'dc' (Domain Controller) information is correct, noting the FQDN, A-
record creation, network info, and listed services (AD and DNS services).

Confirm the 'iis' section is present with the appropriate details, though not visible in
the current view, it should be consistent with the provided network configuration.
Ensure all network segments such as LAN, DMZ, and guest networks are
documented with their respective IP ranges and connection points as per the client's
infrastructure.

Utilize the wiki's interface to navigate to other sections or to make edits where
necessary, by using the options to update profiles, admin configurations, or logging

out as indicated at the top right of the page.

ure | 10.23.2.101/doku.php?id=start 2 % MO :

Logged in as: service account (wikiadmin|

;y Widgets Network Documentation Wiki

Trace: - hardening-notes - scan-results - start

Welcome to the widgets.localdomain Wiki!

Haro h Notes | Scan Report

This wiki will be used to document the network resources for the Widgets environment

firewall

a-record ly on dc.widgets.localdosain

services: D and DNS services

Slide 50 Instructions:
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e In your web browser, go to the Greenbone Security Assistant login interface at the
address shown in the address bar.

e In the 'Username’ field, type 'admin'.

e In the 'Password’ field, enter the password associated with the 'admin' account.

e (Click the 'Sign In' button to access the Greenbone Security Assistant dashboard.

¢ Once logged in, proceed to set up and run a vulnerability scan as required.

& 5 C A Notsecure | lab3-gbdvglocaliogin 2 % B L O

Greenbone

Warning: Connection unencrypted

‘The connection to this GSA s not encrypted, allowing
fistening to the traffic to steal your credentials.

Please configure a TLS certificate for the HTTPS

service or ask your administrator £ d

possible.

Sign in to your account

Powered by
Greenbone

Slide 51 Instructions:

e Access the Greenbone Security Assistant and review the 'Reports' section for the
latest vulnerability scan results.

e Examine the vulnerabilities, particularly the one with a high severity score of 10.0,
which indicates a critical risk.

e Note that the IP address 10.23.2.100 is common across all listed vulnerabilities,

pointing to security issues on a single host.
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e The vulnerabilities related to SSL/TLS such as "Weak Cipher Suites," "Deprecated
SSLv2 and SSLv3 Protocol Detection,” and others suggest the need for updates and
configuration changes to strengthen encryption protocols.

e The report's findings, especially the presence of high-severity vulnerabilities, signal
the urgent need for network hardening measures to enhance security.

e Based on the report, prioritize the vulnerabilities for remediation, beginning with
the highest severity and working down, addressing issues such as weak encryption
algorithms and outdated protocols.

¢ Plan to update the affected systems, enforce stronger security policies, and possibly

conduct a follow-up scan after remediation to ensure all issues have been

addressed.

PE = @®TH LD Filter OXOOF - M

@ Report:Mon, Nov 27, 2023 4:09 PM UTC s

Information Results Hosts Ports Applications Operating Systems CVEs Closed CVEs TLS Certificates Error Messages User Tags
(14 cF80) (2 (22¢4) (4 of 4) EX (5of5)  (1rof11) (1 of 1) (0 of 0) ()

i-140f14
Vulnerability M severity v QoD Host Location created
w» Hame

Report cutdated / end-of-life Scan Engine / Environment (local) £ 97%  10.23.2.100 general/tcp Mon, Nov 27, 2023 4111 PH UTC
SSLITLS: Report Weak Cipher Suites & TN 98%  10.23.2.100 H3tcp Mon, Nov 27, 2023 4:13 PM UTC
SSL/TLS: Deprecated S5Lv2 and S5Lv3 Protocol Detection & EEITEE 98%  10.23.2.100 443/tep Man, Nov 27, 2023 4:13 PH UTC
SSL/TLS: Server Certificate / Certificate in Chaln with RS keys less than 2048 bits 5 T 80%  10.23.2.100 443/tcp Mon, Kov 27, 2023 4:13 PM UTC
Vieak (Small) Public Key Size(s) (S5H) & T 80%  10.23.2.100 22itp Hon, Nov 27, 2023 4:13 PH UTC
SSL/TLS: Server Certificate / Certificate in Chaln with RSA keys less than 1024 bits & EECEEE 80%  10.23.2.100 443/t Mon, Nov 27, 2023 4:13 PH UTC
Wieak Key Exchange (KEX} Algorithm(s) Supported (SSH) & EEETTEE £0%  10.23.2.100 22/tp Man, Nov 27, 2023 4:13 PM UTC
SSL/TLS: Report "Null' Cipher Suites 5 ECTm $8%  10.23.2.100 #43/tcp Man, Nov 27, 2023 4113 PM UTC
SSLITLS: RSA Temporary Key Handiing 'RSA_EXPORT Downgrade Issue (FREAK) £ 80%  10.23.2.100 443/tep Mon, Nov 27, 2023 4:13 PH UTC
‘Weak Encryption Algorithm(s) Supported (SSH) N i ] 80%  10.23.2.100 22tcp Man, Nov 27, 2023 4:13 PH UTC
SSL/TLS: ‘DHE_EXPORT' Man in the Middle Security Bypass Vul (Loglam) £ 80%  10.23.2.100 443/tcp
SSI/TLS: 5513 Protocol CBC Cipher Suites Information Disclosure Vulnerability (POODLE) & T 80%  10.23.2.100 243/tcp
TCP Timestamps Information Disclosure 5 80%  10.23.2.100 generalitcp Maon, Nov 27, 2023 4:13 PM UTC

& T 80%  10.23.2.100 22/tp Mon, Nov 27, 2023 4:13 PH UTC

Weak MAC Algorithm(s) Supperted (SSH)
iad Ftae: apply_svarridesn levelsmhunl congm 1-140f 14

Slide 52 Instructions:

e In your web browser, navigate to the Widgets Network Documentation Wiki page
specifically for '"Hardening Research Notes'.
e Review the outlined notes, which are meant to guide the hardening process for the

network, particularly the FortiGate Firewall.
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c

The notes begin with 'Access Control Policies’, stressing the importance of defining
and enforcing strict access control policies based on the principle of least privilege.
Next, 'Firmware Updates' are highlighted, underscoring the need to keep the
FortiGate firmware up-to-date and to apply patches promptly.

Under 'Authentication and Authorization', the notes recommend implementing
strong authentication mechanisms and restricting access to management interfaces
using secure protocols.

'Logging and Monitoring' emphasize enabling logging to monitor firewall activities
and regularly reviewing logs for any suspicious activities or potential security
incidents.

For 'Intrusion Prevention System (IPS)’, configure and regularly update IPS to
protect against known and emerging threats.

Lastly, 'Virtual Private Network (VPN) Security' section advises ensuring VPN
configurations follow best practices for security and to use strong encryption
protocols.

Use these notes as a checklist to perform network hardening, starting with the most

critical areas identified in the vulnerability scan report

A Not secure | 10.23.2.101/doku phpTid=hardening-notes £ % W& O :

Logged in as: service account iwkiadmin) U Admin [ Log Out

Hardening Research Notes

Notes on hardening go here.

Hardening ForuGate Firewall:

Access Conlrol Policies

-Define and enforce sirict access control policies based on the principle of least privilege.
-Regularly review and update firewall rules to ensure they align with the organization'’s security policies
Fifmware Updales.

-Keep the ForiiGate fimware up-lo-date lo address known vulnerabillties.

-Reqularly check for updates and apply patches promptly
Authentication and Authorization:

Implement strong authentication mechanisms.

Restrict access fo management interfaces and use secure protocols

Logging 2nd Monitoring.

Enable logging to monitor firewall activities.

-Regularty review 16gs for any suspicious activities of polential security incidents
Intrusion Brevention System (PS)
~Configure and regularly update IPS to protect against known and emerging threats.
Vituzl Erivate Network (VEN) Secunty.
~Ensure VPN configurations follow best practices for security.

Use strong encryption protacols and regularly update VPN seftings.



